
Writing an Acceptable Use of the Internet Policy

What is an Acceptable Use of the Internet Policy?

Due to the increased availability of access to the Internet as a result of the C2K managed service; it is essential that every school develops a framework for safe and appropriate use of the Internet in school. In addition this policy may provide guidance for children and parents regarding use of the Internet outside school.

 The policy details the ways in which the ICT facilities can and cannot be used in school. It needs to balance the benefits of fully utilising the vast educational potential of Internet resources for learning and communication with safeguards against the risks and unacceptable activity. The policy is often signed by children and their parents as acceptance of the terms by which the school provides access and so forms a ‘contract’ for ICT use.

All staff, Boards of Governors, Parents and Children must be made aware of the issues regarding Internet Safety and should be involved in devising suitable strategies concerning the safety of all users.

Brooklands PS Acceptable Use of the Internet Policy

Section One: Definition of the Internet

The internet is a global network of computers making a worldwide community. Anyone with the right equipment usually, a standard home computer, a phone line and a modem can use it. It is also possible to access the Internet using a mobile phone, or a TV.

The Internet can be utilised to allow users to:

· Send and receive messages

· Obtain resources and information

· Publish work to a worldwide forum

· Communicate with other users using video and audio technologies

Section Two: The importance of the Internet in Education

Providing access to the Internet in school will raise educational standards and support the professional work of staff. 

Teachers and pupils will have access to web sites world-wide offering educational resources, news and current events. There will be opportunities for discussion with experts in many fields and to communicate and exchange information with students and others worldwide.

In addition, staff will have the opportunity to access educational materials and good curriculum practice, to communicate with the advisory and support services, professional associations and colleagues; exchange curriculum and administration data with the SEELB and DENI; receive up-to-date information and participate in government initiatives such as NGfL, Learning NI and the Virtual Teacher Centre.

In the longer term the Internet may also be used to enhance the school’s management information and business administration systems.

Staff, including supply staff, will not be expected to take charge of an Internet activity without training. Staff should be given opportunities to discuss the issues and develop good teaching strategies. All staff (including teachers, supply staff and classroom assistants) and any other adults involved in supervising children accessing the internet, will be provided with the School Internet Access Policy, and will have its importance explained to them.

Parents' attention will be drawn to the Policy by letter. Our school Internet Access Policy will be available for parents and others to read on demand.

Section Three: The Dangers

“Whilst there are enormous benefits for children using the Internet at home and at school there are potential dangers for children using the net unsupervised.  These can broadly be grouped into 3 C s: 

Content – the most searched for word on the internet is Sex. It is now estimated that at least 200,000 US citizens are addicted to pornography on the Internet. But there are other problems – the issue of inaccurate information could be very serious if your child took bad advice on a health problem.
Contact – a parent’s worst fear is that another adult might try and contact their child and then meet them offline – this is very rare but sadly it has happened.
Commerce – the increasing commercial nature of the Internet means children may be tempted to fill in their personal details in all sorts of places on the web and end up getting marketing information you wouldn’t want them to see.”

Section Four: Measures taken to protect users

The following key measures have been adopted to help ensure that our pupils are not exposed to unsuitable material:

· our internet access is provided by C2K which provides a service designed for pupils including a "firewall" filtering system intended to prevent access to material inappropriate for children;

· children using the internet will normally be working in the Classroom, during lesson time and will be supervised by an adult (usually the class teacher) at all times;

· staff will check that the sites pre-selected for pupil use are appropriate to the age and maturity of pupils;

· staff will be particularly vigilant when pupils are undertaking their own search and will check that the children are following the agreed search plan;

· pupils will be taught to use e-mail and the internet responsibly in order to reduce the risk to themselves and others;

· our Rules for Responsible Internet Use will be posted near computer systems. 

· the ICT co-ordinator will monitor the effectiveness of internet access strategies;

· the head teacher will ensure that the policy is implemented effectively;

· methods to quantify and minimise the risk of pupils being exposed to inappropriate material will be reviewed in consultation with colleagues from other schools and advice from the SEELB, C2K and DENI.

It is the experience of other schools that the above measures have been highly effective. However, due to the international scale and linked nature of information available via the Internet, it is not possible to guarantee that particular types of material will never appear on a computer screen.  Neither the school nor C2K can accept liability for the material accessed, or any consequences thereof.

A most important element of our Rules of Responsible Internet Use is that pupils will be taught to tell a teacher or a responsible adult (normally parent or guardian) if outside school immediately if they encounter any material that makes them feel uncomfortable.

Section Five: A school website

Our school web site is intended to:

· provide accurate, up-to-date information about our school;

· enable pupils to publish work for a very wide audience including pupils, parents, staff, governors, members of the local community and others;

· celebrate good work;

· provide pupils with the opportunity to publish their work on the internet;

· promote the school.

Parents’ permission will be needed before children’s work or digital images (photographs, video clips) can be published on the Internet. All classes may provide work for publication on the school web site and class teachers will be responsible for ensuring that the content of the pupils' work is accurate and the quality of presentation is maintained. 

The PR co-ordinator is responsible for up-loading pages to the main school web site and class teachers are responsible for uploading content to keep their own class page updated and current, ensuring that the links work and are up-to-date.

The point of contact on the web site will be the school address, telephone number and e-mail address. We do not publish pupils’ full names or photographs that identify individuals on our web pages. Home information or individual e-mail identities will not be published. Staff will be identified by their title and surname unless they request otherwise. Permission will be sought from other individuals before they are referred to by name on any pages we publish on our web site.

School website address:   www.brooklandsprimary.com 

Section Six: Home/school links

Parents will be informed that pupils are provided with supervised Internet access as part of their lessons. We will keep parents in touch with future ICT developments by letter and newsletter.

Internet use in pupils' homes is rapidly increasing and some parents may be grateful for any advice/guidance/support that school can offer – especially with regard to safe access for children as they are responsible for their child’s safety and well-being online. The ICT coordinator is willing to offer advice and suggest alternative sources of advice on the understanding that neither he/she, the school nor the Education Authority can be held responsible for the consequences of such advice. 

· school guidelines on issues such as safe internet use will be made available to parents/guardians together with printed information and internet sites providing information for parents about safe access for children

· Internet sites and advice providing safe access for pupils to continue learning at home will be issued to parents/guardians
· the ICT co-ordinator will maintain a stock of relevant leaflets from organisations such as BECTA,DENI, Kidsmart and Parents Online

· in the future it is possible that suitable educational and leisure activities that make responsible use of the Internet will be developed with parents.

· Suitable online activities/websites/apps/reputable organisations for home school learning will be recommended by the school to parents

· Strict stipulations will be clearly communicated to parents via email when home school learning makes uses of online meeting tools such as Zoom and Seesaw
Section Seven: Information for Teachers

1. All children using the Internet in school must have written permission from their parents.

2. Do not disclose your password or login name to anyone other than the persons responsible for running and maintaining the system. 

3. Do not give the personal addresses, telephone numbers or fax numbers of any adult working at the school or any children at the school.

4. Using full names of children or photographs will require written permission from parents. This also applies to any named work done by pupils, related to their education at this School.

5. Discuss with your children the rules for Acceptable Use of the Internet. Consider using the Internet Proficiency Scheme produced by BECTA for KS2 children: (http://www.wisekids.org.uk/BECTA%20Publications/safeguarding_digital_world.pdf)to ensure that children are aware of the risks and know what to do if they come across inappropriate content.

6. Do not download, use, or upload any material, which is copyright. Always seek permission from the owner, before using any material from the Internet. If in doubt, or you cannot obtain permission, do not use the material. 

7. Under no circumstances should you view, upload or download any material which is likely to be unsuitable for children. This applies to any material of a violent, dangerous or inappropriate sexual content. 

8. Any web sites to be visited in a lesson by the children must have been thoroughly checked in their entirety by a member staff. These sites should be vetted regularly to check for unsuitable alterations. If at all unsure, the site should not be used. 

9. Always respect the privacy of files of other users. Do not enter the file areas of other staff without their express permission. 

10. Be polite. The use of strong language, swearing or aggressive behaviour is not allowed. Do not state anything, which could be interpreted as libel. 

11. Ensure that all children have followed the correct procedures: 

· Before starting the session they should be aware of exactly what is expected and which sites they are visiting. Aimless surfing should never be allowed.

· during each session, they should be monitored closely and only allowed to visit the sites identified by the teacher

· On completion of the session they should shut down the system correctly.

13.  Report any incident which seriously breaches the Acceptable Rules   Policy immediately to the I.C.T.  Co-ordinator or Head teacher.

Section Eight: Rules for Acceptable Use of the Internet in School
I will only access the system with my own user login and password, which I will keep secret. 

I will not access other people's files or damage or amend their work or data. 

I will only use the Internet when I have permission and am supervised by a teacher. 

I will use the Internet only for activities and work set by the school e.g. homework, topic work. 

I will only email people my teacher has approved and not use the Internet in school for personal or private messages. 

I will only take part in Newsgroups or Chat, which have been approved, by the school. 

I will not give my full name, home address or telephone number to anyone over the Internet. 

I will not arrange to meet anyone contacted over the Internet. 

I will not use work from the Internet as if it was my own. I will give credit to the sources of materials included in my work. 

I will report any unpleasant material to my teacher or a responsible adult immediately because this will help protect other pupils and myself.

I will report any unpleasant material or messages sent to me to my teacher or a responsible adult. I understand that this report would be confidential and will help to protect other pupils and myself. 

I will not bring in USB sticks, CDs or any other electronic data from outside school unless I have been given permission. 

Section Nine: Policy Review

The Acceptable use of the Internet Policy will be revised and updated annually to take account of changing technologies and methods of Internet access

Section Ten: Other sources of information

www.kidsmart.org.uk
http://www.getnetwise.org/ - information about filtering programs for home use

http://www.thinkuknow.co.uk/ - a website designed to inform children of the potential hazards involved with online chatrooms.

� http://www.gridclub.com/grown_ups/cont_ict_cyb.shtml






